Original Report:
Big Data and its Application in Health Research

IntroductIon
Although scientific and technological advances have improved the health and well-being of the US population overall, racial-ethnic minorities, socioeconomically disadvantaged, and other underprivileged or discriminated-against populations continue to experience a disproportionate share of many acute or chronic diseases and adverse health outcomes. [1] [2] [3] Big Data, defined by its volume, variety, velocity, variability, and veracity, is expected to bring significant benefits to health and health care, as it has to other sectors of the economy. 4, 5 The improving quantity and quality of data, the changing dynamic and scale of data collection from various sources, and the fast development in measurements, analytic methods, and parallel computing of large amounts of biological and clinical data promise to dramatically transform clinical medicine and biomedical science. The growth of publicly traded companies in this arena suggests a belief in future profits in digital health care. 6, 7 The question we address is, will the introduction of Big Data into clinical practice and health care research contribute to increasing health disparities or to decreasing them?
In March 2012, the US government announced the Big Data Research and Development Initiative. 8 Not long after, the National Institutes Health (NIH) established Big Data to Knowledge (BD2K), a trans-NIH initiative, to enable biomedical research to fully exploit the rich and massive digital research enterprise. Addressing minority health and health disparities has been a missing piece of the puzzle in Big Data science. This article focuses on three priority opportunities that Big Data science may offer to the reduction of health and health care disparities. One opportunity is to incorporate standardized information on demographic and social determinants in electronic health records in order to target ways to improve quality of care for the most disadvantaged populations over time. A second opportunity is to enhance public health surveillance by linking geographical variables and social determinants of health for geographically defined populations to clinical data and health outcomes. Third and most importantly, Big Data science may lead to a better understanding of the etiology of health disparities and understanding of minority health in order to guide intervention development. However, the promise of Big Data needs to be considered in light of significant challenges that threaten to widen health disparities. Care must be taken to incorporate diverse populations to realize the potential benefits. Specific recommendations include investing in data collection on small sample populations, building a diverse workforce pipeline for data science, actively seeking to reduce digital divides, developing novel ways to assure digital data privacy for small populations, and promoting widespread data sharing to benefit under-resourced minority-serving institutions and minority researchers. With deliberate efforts, Big Data presents a dramatic opportunity for reducing health disparities but without active engagement, it risks further widening them. Ethn. Dis; 2017; 27(2) 
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In 2016, the National Institute on Minority Health and Health Disparities (NIMHD) held a workshop on methods and measurements science and concluded that addressing minority health and health disparities research had been missing from these Big Data science initiatives, and that leadership was needed in rectifying this deficiency. With NIMHD's leadership, NIH Institutes and Centers and other federal agencies are starting to utilize Big Data to address health disparities. In recognition of the need to address disparities, the NIH Precision Medicine Initiative's one-million-person cohort has an explicit focus on diversity, and will target recruitment of historically understudied populations. 10 These events suggest that the time is right to leverage the growing impetus in Big Data for the purposes of reducing health disparities. Here, we outline how Big Data may be used to advance understanding of minority health and reduce health disparities and list recommendations for moving the field forward.
opportunItIes to use BIg data scIence to advance MInorIty HealtH and reduce
HealtH dIsparItIes
From data to information, from information to knowledge, and finally from knowledge to evidencebased practice, Big Data is changing medical practice and public health.
11
Understanding health disparities requires understanding the interactions of influences that shape health disparities at various levels (individual, interpersonal, family, community, societal) over the life course, the diversity of the relevant mediators (exposures, resiliency), and the multiple interacting mechanisms involved (biological, socioeconomic, behavioral, and environmental). The ecosystem of Big Data comprises multimodal, multifactorial, and multilevel data sources for data mining, and potentially provides the environment to both study and address health disparities. The challenge is to ensure that the promise of care for the most disadvantaged populations over time. A second opportunity is to enhance public health surveillance by linking geographical variables and social determinants of health for geographically defined populations to clinical data and health outcomes. Third and most importantly, Big Data science may lead to a better understanding of the etiology of health disparities and understanding of minority health to guide intervention development.
Opportunity I: To Incorporate Social Determinants Information and Improve Quality of Care for Underserved Populations
The HITECH Act 12 spurred adoption of electronic health records (EHRs) throughout the United States. The vast majority of health care systems now have EHRs. 13, 14 This growth in EHRs is the foundation for Big Data in health and medicine and could be a foundation for reducing health disparities. Importantly, this increase in adoption in EHRs has been seen across both large nonprofit and for-profit health care institutions, individual and small clinical practices and Federally Qualified Health Centers (FQHC), 15 creating new opportunities to study health disparities populations whose medical data were not previously available in electronic format. It also provides the first opportunity to incorporate information on standardized demographic and social determinants of health on a large scale. The resulting data would allow social needs to be addressed in clinical settings and the underlying causes of health disparities to be understood. of Big Data will be realized to increase access to health care and improve health promotion and quality of health care for disadvantaged and discriminated-against groups so that minority health improves and disparities are reduced. There are three priority opportunities that Big Data science may offer to the reduction of health and health care disparities. One opportunity is to incorporate standardized information on demographic and social determinants in electronic health records in order to target ways to improve quality 15 However, differences exist between EHR systems in large, well-resourced clinical practices compared with less well-resourced FQHC sites in their ability to support population health management and "meaningful use" to track and address disparities. 18, 19 If patient, family, and community focus and shared decision making were implemented equally in these two types of settings, social determinants of health information could both improve public health, 16, 17, 20 and reduce the disparities that otherwise would arise with the adoption of Big Data technology.
Big Data relevant to health and health care can encompass clinical registries, lab tests, diagnoses, and medications in the EHRs, insurance claims data, medical imaging, biobanks, genomic sequence data, Food and Drug Administration (FDA)'s safety monitoring data, biometric data from consumer grade appliances, or population surveys. Big Data and information technology hold out potential for the health care industry to improve quality of care, reduce unnecessary cost, and promote prevention and healthy lifestyles for the population; however, vigilance will be needed to ensure that it does not also generate greater disparities by contributing to the digital divide. The impact of technology has left behind minority and low socioeconomic status (SES) populations in the past and we need to guard against this with the inception of Big Data collection, analytics, and associated technologies. For example, selected health indicators can be utilized to assess whether minority and health disparity populations receive the same quality of care as other populations. Large clinical registries based on EHRs may be used to assess different treatment strategies, analyze longitudinal outcomes and adverse effects for large cohorts of diverse patients, and capture uncommon diseases or conditions that are rarely examined in traditional clinical trials. However, analyzing these data is not easy due to differences in EHR encoding systems, and data fragmentation across practices and institutions. Networks such as the Electronic Medical Records and Genomics (eMERGE) network have been addressing these challenges. 21 Big Data provides an opportunity for personalized care for everyone and may be used in precision medicine to optimize treatment for individual patients. 22, 23 It has the potential to especially benefit racial-ethnic minority and other underserved populations for whom we do not have evidence, because most clinical trial data were analyzed without adequate numbers of minority or low SES populations. 24 With the adoption of EHRs in all health care settings, and the incorporation of additional digital health information from monitoring, big clinical data will be generated and available to provide the means for conducting pragmatic trials including underserved populations and to help compensate for the lack of disparity populations in randomized clinical trials. 25 In combination with large-scale cost data, clinical outcome data can also be useful to conduct comparative effectiveness and cost-effectiveness analysis to inform medical decision making and policy on appropriate coverage of tests and medications. 26 Nevertheless, this potential will only be realized with accrual of Big Data across diverse populations using standardized categories. A challenge will be to include all Americans in health care delivery so records are available to improve their quality of care. Importantly, there needs to be a concerted effort to apply precision medicine to address issues of minority health and health disparities right from the beginning.
Opportunity II: To Improve Public Health Surveillance and Address Health Disparities
The expanded access to health care under the implementation of the Affordable Care Act (ACA) has significantly benefitted racial-ethnic minorities and people with low SES. 27 For instance, the percentage of uninsured Latino adults aged 18-64 have decreased from 40.6% in 2013 to 28.3% in 2015. 28 There was a significant decrease in the percentage of uninsured adults after the ACA, most dramatically among adults who were poor (<100% federal poverty level 28 ACA improved coverage for preventive and treatment services. This benefits the millions of underserved Americans who could not afford preventive services if copayment was required. 29 More expansive insurance coverage for a larger percentage of the population, especially persons with chronic diseases, may generate additional EHR data that is more representative, including populations that are more likely to experience disparities.
Generation of clinical and other Big Data resources related to health over time and combining it with environmental and policy data collected prospectively, could allow spatiotemporal surveillance and monitoring systems in different micro-environments (eg, combinations of EHRs, local public health clinics, communities, and political units). Evaluation of these data would identify areas with disparities, whether disparities are decreasing or increasing, and the factors associated with disparities. Factors closely associated with disparities could be used to identify areas at risk for disparities. The availability of large amounts of health disparities data in a national surveillance system would make it possible for monitoring and tracking burden and trends of disparities. The FDA Sentinel System is a national electronic surveillance system for medical devices to track adverse events and assess safety. 30 Combining EHR data with FDA reporting systems, molecular data, and/ or social media has identified potential drug-drug interactions and side effects. 31, 32 In addition, millions of clinical notes from EHRs could be mined to systematically monitor postmarketing adverse drug events. 33 Efforts should be made to use these systems to address disparities reduction.
Big Data can be used to assess national and local public health policies and other natural experiments to promote health and prevent diseases. For example, the National Health Interview Survey is used to estimate insurance coverage in different segments of the US population, and clinical data are being used to measures accessand quality-related outcomes. Visualization and network analysis techniques that have emerged with Big Data offer opportunities to link community-level data with health care system data. Use of these techniques on Big Data would enable public health officials and clinicians to more efficiently allocate resources and to assess whether all patients are getting the medical services they need. Geographic information systems (GIS) can be used to locate social determinants of health and help focus public health interventions on populations at greater risk of health disparities. For example, Duke University used GIS to visualize the distribution of individuals with diabetes across Durham County, NC. GIS was used to explore gaps in access to care and selfmanagement resources and to direct resources into areas of need. 34 Placebased health disparities is emerging as an important area of research that can inform future policy. 3, 35 Social media data hold the promise of linking social context to health/well-being and behavioral change. Such linkages could help identify the social contexts that lead to reduction of disparities.
Novel technologies may be able to identify place-based disparities in chronic diseases and epidemics. For example, Young, Rivers, and Lewis analyzed 553,186,061 tweets and found a significant association between the geographic locations of HIV-related tweets and HIV prevalence, 36 which provided epidemiological evidence for future targeted community-level interventions and surveillance using Twitter. Google used Big Data generated by search requests to identify or forecast the location of flu epidemics by analyzing associated Internet Protocol (IP) addresses, 37 although the results were later withdrawn after extensive public reaction. 38 Given that minority populations are historically less likely to access preventive services, such geographic information identified from social media data may especially benefit minority and low SES populations during future emergency responses including stockpiling for pandemic influenza.
Opportunity III: To Understand Etiology and to Guide Interventions to Reduce Disparities
Not all clinical research questions can be studied or tested in randomized controlled trials due to scientific, operational, ethical, or cost concerns; using Big Data in simulation modeling and systems science provides an opportunity to model data in response to challenging questions that offer insight on how to address them. Simulation modeling is especially useful for minority health and health disparities research because it can model system-
Big Data and Health Disparities -Zhang et al
ic and ecological causes that accumulate over the life course. Modeling can also test whether interventions are scalable and sustainable using a multidisciplinary, community-engaged approach. 39 In a systematic review of simulation models for socioeconomic inequalities, Speybroeck et al concluded that agent-based modeling, a powerful simulation modeling technique, is an appropriate tool for examining health disparities because it can simulate the complex nature of health inequalities. 40 Big Data simulation modeling has the potential to be more accurate than traditional modeling techniques, especially when ample individual and institution-level information connected and harmonized from various sources are available. 41 Big Data simulation modeling could potentially accelerate the progress in determining the relative importance of different causal factors of health disparities, which may not be feasible in observational studies.
Predictive modeling has used clinical data in various situations to forecast probable complications and guide clinical decision making. 42, 43 Early detection of high-risk patients can lead to early diagnosis and early intervention that may lead to better health outcomes and cost savings. In many cases, the burden from the more severe stages of the disease disproportionately affects minority patients and those with low SES, and therefore, early diagnosis and timely treatment may provide greater benefit for those populations subject to worse outcomes. For example, machine learning applied to clinical data has been used to predict acute care use and cost of treatment for asthmatic patients, diagnose diabetes among adults, predict in-hospital mortality and drug response, improve disease classification, and identify disease subsets. [44] [45] [46] [47] Taylor et al suggest that a machine learning algorithm using Big Data conforms to actual real time clinical practice, allows incorporation of far more clinical variables, and may assist in discovering unexpected predictors. 48 Big Data analytic tools such as natural language processing, machine-learning, or electronic casefinding algorithms applied to EHR data have produced a number of insights into genomics of disease and drug response. 32 Some of these findings may explain apparent disparities in care, such as poorer response to clopidogrel in Pacific Islanders 49 or higher doses of tacrolimus required for African Americans (which can lead to under-dosing and thus increased risk of acute transplant rejection). 50 Future use of such methods applied to massive datasets of EHRs and other data may help identify disparities populations at high risk of chronic diseases (eg, cardiovascular diseases, diabetes, and asthma) or infectious diseases (eg, influenza, hepatitis) and address risk factors through timely interventions (eg, obesity/ diabetes prevention, vaccination). 43 
potentIal cHallenges of usIng BIg data for MInorIty HealtH and HealtH dIsparItIes researcH
Although many potential challenges of Big Data are applicable to all research studies, these challenges may have a more adverse impact on minority health and health disparities research. Although 74.4% of households reported having broadband access to the Internet in 2013, disparities in access to Internet and health information remain. 51 Data from 2011 National Health Interview Survey reported that Whites were more likely to use the Internet to search for health information compared with other races/ethnicities and the percentage of adults who search for health information increased with education level. 52 The promise of Big Data may be offset by challenges that threaten to widen health disparities. Moreover, persons with a more disadvantaged status are particularly vulnerable to unintended adverse effects of information system transformations. Specific recommendations include investing in data collection on small sample populations, building a diverse workforce pipeline for data science, actively seeking to reduce digital divides, developing novel ways to assure digital data privacy for small populations, and promoting widespread data sharing to benefit under-resourced minority-serving institutions and minority researchers.
Challenge I: Ethics, Privacy, and Trust
A key advantage of Big Data analytics is through linking disparate data sources, which requires access to personal identifiable information (PII) or at least some proxy. 53 Use of PII presents privacy and ethical concerns. 54 One way to protect privacy while sharing PII is to use privacy-preserving data linkage Big Data and Health Disparities -Zhang et al models, which share collections of one-way hashed identifiers to align diverse datasets. 55 However, these systems require both datasets to have access to PII (or pre-hashed identifiers), and many current potential data providers may not have the ability at this time to implement such a system due to technical and cost reasons. Data de-identification can help mitigate privacy concerns. However, even data that is de-identified according to standards such as Safe Harbor are not necessarily anonymous -since unique de-identified data can be reidentifiable by triangulation across other data sources. 56, 57 Public data from Google or Twitter can point to an individual IP address, location, or other personal information and may require additional layers of oversight. Informed consent or assent for traditional clinical trials or studies may not be applicable for analyses of Big Data with potential personal information that imposes new challenges for Institutional Review Boards (IRB). Given the complicated situation, the White House report on Big Data and privacy called for regulations that focus on the use of data via providers rather than trying to regulate collection or analysis of data. 58 Privacy concerns will need to be addressed for widespread data linkage to occur.
Developing Trust in the System
Loss of confidentiality or misuse of sensitive personal information can endanger the individual patient. A particular issue in health disparities research is lack of trust that has evolved in health care because of unethical treatment of disenfranchised minority populations. The Tuskegee Study of Untreated Syphilis, 59 the Henrietta Lacks case, 60 and the diabetes studies of the Pima Indians 61 are examples that have created mistrust in US health care and scientific institutions. Mistrust of the health care system by entire population groups has led to an increased emphasis by researchers on community engagement and participation in health disparities research. This same credo is crucial to ensure that Big Data science serves minority populations in a respectful and beneficial way. Minority-serving institutions usually do not have the infrastructure that research-intensive universities have to capture, manage and analyze Big Data. Collaborations between minority-serving institutions and research-intensive institutions are needed to take advantage of the rapid growth of health informatics and technologies such that they will lead to the reduction of health disparities.
Avoiding "Cherry-Picking" Patients
EHR systems focusing on quality metrics may be used to identify high health care utilizers and patients with serious medical conditions or living in social disadvantage, so that health care systems and clinicians may provide better care with available resources. 42 However, these Big Data analytics may lead to a greater digital divide and be used to avoid the high costs associated with serving patient populations who are more likely to be from minority groups or poor. 62 As a consequence, these patients may be encouraged to seek less appropriate care, be declined needed services or referrals, sent to a safety-net clinical system for care, or be asked for higher out-of-pocket payment. Terms like "frequent flyers" used in emergency departments and psychiatric crisis centers to identify high health care utilizers demonstrate implicit bias. 63 Clinicians and other staff should be sensitive to ethical iconography and language. How to ensure equal access and equal quality of service remains a topic to be addressed. To avoid cherry-picking patients and rebuild trust among minority or disadvantaged populations, legislative protection and regulation assurance are warranted. From a population health perspective, using Big Data to evaluate quality of care and ensure excellent care of the most vulnerable patients in a health care system should be one of the metrics of value-based care.
Challenge II: Missing Data and Statistical Uncertainty
Well-analyzed Big Data can bring novel insights but poorly analyzed Big Data can be misinterpreted, especially in minority health and health disparities research, where results lacking social or cultural context can be misleading. 64 Existing EHRs may not have good quality data on health disparities related information, including missing socioeconomic information and institutional variability on data standards. Progress in health disparities research and science will require improvements in the completeness, standardization and validity of demographic measures and social de-
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terminants reported from multiple sources, including electronic medical records, clinical trials, genomic research, and various forms of administrative records such as Medicare and Medicaid. Other types of data sources such as surveys, extrapolations, and imputations may suffice for national reports and overall trending, but are insufficient for analyzing places which, as we have seen, is critical for health disparities research. Further, health disparities populations must be fully incorporated in the precision medicine cohort and research questions and in similar cutting edge personalized biomedical initiatives. 65, 66 Statistical uncertainty may still be a problem when data are "big." 67 Small differences in Big Data may be statistically significant because of the large number of observations, but the findings may not be useful for clinicians or patients. 68 Moreover, conclusions drawn from Big Data cannot automatically be generalized to minority populations. Uncertainty around these issues related to Big Data may be resolved in the future with newly developed methods, algorithms, technologies, and sound statistical training; however, this will not happen unless health disparities research is a consistent focus in the development of Big Data. Another concern is that Big Data may not collect race/ethnicity or may overlook certain small sample populations (eg, American Indians, Alaska Natives, Pacific Islanders, and sexual and gender minorities) with unique characteristics that may be critical for understanding etiology of specific conditions and health care delivery in such populations. 69 
Challenge III: Data Access and Sharing
The power of Big Data cannot be achieved unless challenges such as secure storage, integration, harmonization, access, and sharing are addressed. 70 Data sharing is essential for translating research findings to improve human health. The NIH policy requires that research data be made as widely and freely available as possible while safeguarding the privacy of participants, and protecting confidential and proprietary data. 71 However, much of available data may be proprietary or protected, eg, such as falling under Health Insurance Portability and Accountability Act (HIPAA), and would require novel approaches and/or individual consent to access. Interactive data retrieval is a critical component for data sharing and data security. 72 To address the lack of data interoperability standards, Bahga and Madisetti propose a cloud-based approach for the design of interoperable EHR systems for clinicians, patients, and third-party payers. 73 Systems like MedCloud 74 and Home-Diagnosis 75 were proposed to manage large patient data and for conducting analysis. However, articulation of EHR data can be challenging as different EHR systems may use custom-made ("bespoke") encoding systems and variable names. 76 To handle this, common data models such as Observational Medical Outcomes Partnership (OMOP), 77 PCORnet, 78 and the Shared Health Research Informatics Network (SHRINE) implementation of i2b2 (Informatics for Integrating Biology and the Bedside) 79 have been proposed. Acceptance of strategies to address these problems is gaining ground, but conversions to common data models are not trivial.
Doshi et al reviewed the access policies of publicly funded patientlevel clinical data and concluded that removal of unnecessary barriers to utilization of these valuable resources were needed. 80 They suggested placing more emphasis on research quality and less on which institution the researcher belongs to; encouraging more identifiable research information and data linkage; promoting easy remote access; and implementing tiered pricing for data usage fees. These recommendations may reduce data-access disparities among researchers. Additionally, the medical research community was urged to consider novel approaches to share data including non-positive findings. 81 Although this issue is not specific to health disparities research, minority scientists especially those in under-resourced institutions, are more likely to experience such barriers and may benefit more from open data policies.
Challenge IV: Data Science Training and Workforce Diversity
Big Data science brings together clinicians, health researchers, government agencies, commercial enterprises, and patients in one place for information exchange. Data scientists will need to partner with physicians, nurses, researchers, as well as patients to better understand the data and transform unstructured or structured numbers into systemic information and knowledge. In the future, patient consumers of Big Data Big Data and Health Disparities -Zhang et al may demand specific clinical trials, individualized treatment plans, and precision or personalized medication.
According to the biennial report "Women, Minorities, and Persons with Disabilities in Science and Engineering," mandated by the Science and Engineering Equal Opportunition of investigators from diverse racial and ethnic minority populations and persistent health disparities warrant the urgent need for policies to improve scientific workforce diversity in the United States. 83 Lack of resources to process large amounts of data and to perform more sophisticated data mining and statistical analysis have limited the education and training opportunities of underrepresented students. This is especially true for students who are educated and trained in resource-limited universities, which lack access to an informatics infrastructure with high power computing capabilities. This leads to disadvantages in seeking funding and other support. Thus, training and education of underrepresented students and faculty, as well as providing resources to minorityserving and other under-resourced universities, is a critical component of the Big Data enterprise. 84 NIH has acknowledged the needs for data science training and established the BD2K Diversity program 85 in some resource-limited institutions such as California State University (Northridge and Monterey Bay), Fisk University, and University of Puerto Rico. Such efforts will bring advanced data science technology and skill sets to underrepresented minority students and eventually build a diverse data science pipeline for future generations.
conclusIon
In the era of information explosion, Big Data approaches are likely to be able to contribute to understanding the causes of health disparities and to identifying useful opportunities for their reduction, but only if Big Data collection includes health disparities populations and if researchers who focus on these populations are trained to use Big Data. Big Data could lead to new discoveries and new experiments in health disparities research that were never before possible. To realize this potential, a focus on health disparities is needed during the planning (Opportunity II) 3. Advance simulation modeling and systems science using big data to understand the etiology of health disparities and guide intervention development (Opportunity III) 4 . Build trust to avoid historical concerns and current fears of privacy loss and "big brother surveillance" through sustainable long-term community relationships (Challenge I) 5 . Invest in data collection on area relevant small sample populations to address incompleteness of big data (Challenge II) 6 . Encourage data sharing to benefit under-resourced minority-serving institutions and underrepresented minority researchers by research intensive institutions (Challenge III) ties Act (Public Law 96-516), the gap in educational attainment separating underrepresented minorities from Whites and Asians remains wide in mathematics, statistics, and computer sciences. 82 Both underrepresenta-
Big Data and Health Disparities -Zhang et al
and implementing of Big Data resources. Otherwise, it is likely that these promising new approaches will worsen disparities. Table 1 presents a list of recommendations highlighting the opportunities and challenges of Big Data science to address minority health and health disparities in the 21st century. As Big Data is collected, all facets of the US population need to be represented to accurately describe the health of the US population and to understand the etiology of health disparities. This scientific foundation is needed to address disparities. Big Data can enhance public health surveillance by incorporating geographical variables and social determinants of health. Big Data promises accurate and standardized measurement of exposures, outcomes, and confounders, which are critical to analyzing health disparities. Simulation modeling with Big Data holds promise for understanding the causes of health disparities and guiding the development and implementation of interventions. Finally, investments are needed to: build trust; avoid historical mistakes; protect privacy; ensure systematic data collection that represents all segments of the populations including small sample populations; make available data sharing that will benefit under-resourced minority-serving institutions and minority researchers; and develop a diverse workforce pipeline for data science. With deliberate efforts, Big Data presents an effective opportunity to reduce health disparities; however, without active engagement, disparities are likely to widen.
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